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Session Prerequisites

* Good understanding of IIS 7 new process
architecture

* Basic knowledge on [IS 7 new management
Interface

* General background about IS development
from 11S5/6/7
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IS 7 SecurityFeatures.

* Modularization
* Componentization reduces attack surfaces
* Faclilitate custom server build and smaller footpri
* Cleaner baseline for administrative /maintenance

* User accounts and groups

* Built in versus machine specific
* [lUSR_€omputerName -> [USR
> IS WPG> IIS_IUSRS

* NO PASSWORD !l Yeah less administrative tasks

and sync issue
Tk




1S 7 SecurityFeatures..

* AppPoolSecurity Enhancement
* AppPoolSecurity ID (SID) injection at runtime to
IS _IUSRS user group
» To disable manualGroupMembership &  NXzS €
* AppPoolidentity as anonymous user
* <anonymousAuthenticationserName/>

* Secure and Isolated by default

* Specific SID and Identity
* IS APPPOOGtAppPoolName

* Runtime- <AppPoolName.config@
Inetpub\temp\apppools
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AppPoolsolation
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IS 7 SecuriyC S I (1 dzZNB & X

* |ntegrated process pipeline
* Netruntime integrated

* Netfeatures available for all contents (roles,
profile, membership, form auth, etc)

* URL Authorization by Rules
* web.configaccess control

Request filtering
* Formally known ablriScan

Remote Administration

* Feature delegation i };ﬁ
* |ock/unlockconfigsection W A’R




Request Filtering

* Request Filtering Module
* A.K.AUrlScarreload!
* Ul In ISAdminPack

* Benefits
* HTTP verbs/header focus
* URL/Content length restriction
* Complement for URL Rewrite

* http://www.lis.net/extensions/AdministrationPack
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http://www.iis.net/extensions/AdministrationPack

Request Filtering
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Bonusc URL Rewrite

* URL Rewrite Module

* Answer tomod_rewritein Apache
* Rules based engine with regular exprasgE)

* Benefits
* Remap URL to be more user and search engine friendly
* Content access control
* Rewrite/redirect URL based on headers/variables

® http://www.lis.net/extensions/URLRewrite
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http://www.iis.net/extensions/URLRewrite

URL Rewrite
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Feature(Comparison

Request:iiterin URL: REeWwrl

Yes, using regex and

Scan requested URL path wildcard patterns
Check URL length

Yes, using regex and

Scan query string wildcard patterns

Check query string length
Check HTTP verbs

Check request content
length
Yes, usingegexand
wildcard patterns

Scan HTTP headers

Check HTTP headers leng

Scan server variables




Bonusc Dynamic IP Restriction

* Dynamic IP/Domain Access Control
* Add on to IPv4 IP/Domain Restriction module
®* Seamless integration to IIS Manager

* Benefits
* Limit number of concurrent access (bad for proxy)
* Minimize bruteforce attack
* Support IPv6 addresses

* http://www.lis.net/extensions/DynamiclPRestricti
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http://www.iis.net/extensions/DynamicIPRestrictions
http://www.iis.net/extensions/DynamicIPRestrictions

Security Best Practices

* To specify HTTP access rules?
* URL Rewrite rules based control

To reduce surface of attacks?

* Only install required modules, minimize potential
threats.

&

>

To hide or restrict access to file/folder?
* Use request filtering module to hide or block acc

0 apply.Netsecurity features?
* Configure integrated process model for app pool
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IS 7 Performanceeatures.

Improve compression engine
* Support both static and dynamic contents

Kernel model enhancements
* SSL and Windows Auth
* Tremendous performance improvement (150%)

Facilitate scalability
* Thousands of web sites
* Memory Gating for app pool

* FastCGl

* Best deal for PHP on IIS ﬂxi&& }ﬁ




IS 7 Performancda-eatures..

* Output Caching
* Dynamic and static content
* Flexible rules based control for caching

* Integrated process pipeline
* Single worker process
* Less context switching/etc
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FastCGl



